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INTEGRATE INFORMATION SECURITY WITH INTERNETWORKING

Cheer-sun D. Yang'

Abstract 3% This paper presents a nontraditional approach
to incorporate the concept of information security with the
course entitled 'internetworking with TCP/IP'. Traditionally,
the internetworking course mainly concentrated on the
interconnection of homogeneous and heterogeneous
machines. Very little attention was focused on information
security issues. After the terrorist attack on September 11,
2001, information security suddenly came under the
spotlight. To raise the awareness of students on information
security, the internetworking course was modified. For
example, a Cyber Defense/Attack Lab was established; the
pedagogical approach was modified to add a Cyber War as
part of the course activities. In this paper, the general
concept of an integrated curriculum is introduced first.
Then the course content is described in detail followed by
the hands-on labs. The layout of the Cyber Lab and some
tools used by students to hack computer systems are
discussed. Finally, the experiences |earned are described.

Index Terms % information security, internetworking,
integrated curriculum, non-traditional curriculum

INTRODUCTION

Since September 11, 2001, security in general has become
the top priority issue in many organizations. With a goal to
raise the awareness of students on information security, we
begin to integrate information security with internetworking.
To achieve this goal, several efforts have been initiated to
support the major change. First, a Cyber Defense/Attack Lab
is established for teaching the course Internetworking with
TCP/IP. Second, this course material is revised to integrate
information security issues and concepts. Traditionally, this
course only focused on the techniques and issuesinvolvedin
the interconnection of various networks using repeaters,
bridges, routers, and gateways [1]. The revised material also
includes information security as part of the themes [2, 3, 4].
Third, lab assignments will include Cyber Defense/Attack as
part of the mgjor tasks students are involved. Currently, the
courseis offered under the coursetitle'Internetworking with
TCP/IP'. In the future, it is recommended that the course be
renamed to 'Internetworking and Security with TCP/IP".

In the remaining of this paper, the course content, some
hands-on labs, tools used in the cyber war, and experienced
learned are discussed in detail. Finaly, the summary section
describes the future work.

COURSE CONTENT

The internetworking @urse consists of three major phases:
(1) communications and networking fundamentals, (2)
internetworking techniques, and (3) cyber war. Since the
internetworking course is offered to students with minimum
networking experiences, it is essential to provide enough
background information. Thus, some fundamental topics are
presented in phase I. In the following sections, the first and
the second phases will only be described briefly; the major
focus of this paper is on the third phase, i.e., the cyber war,
since this is the major deviation comparing with a traditional
internetworking course.

Phase| — Communication Fundamentals

During the first phase, the fundamental concepts include (1)
the layered architecture, (2) OSl seven-layer reference
model, (3) TCP/IP five-layer model, and (4) standards and
protocols. As mentioned previously, it is essential to
introduce these fundamental concepts in a ‘whirlwind
fashion' without spending a tremendous amount of time so
that students in all experience spectrums are considered.
After this phase completes, students are expected to
understand the concepts such as TCP ports and | P addresses.

Phasell —Internetworking

When two hosts attempt to communicate with each other,
some intermediate nodes are usually involved. Networking
and internetworking of many LANSs are the main topics in
this phase. Only the major goal is to lay the groundwork for
the third phase. Hence, we started with the introduction of
internetworking with hubs, bridges, and routers; we soon
focus on the password used for an administrator to change
the configuration of a router. While security becomes the
focus, the course then enters the final stage.

Phaselll — Cyber War

In the third phase of this course, information security issues
are discussed. To unveil the mystery, some hacking tools
such as a Trojan horse (a server and a client) and a port scan
tool [6] are discussed to demonstration how a hacker can

! Cheer-sun D. Yang, West Chester University of Pennsylvania, Anderson Hall 324, West Chester, PA 19383 cyang@wcupa.edu

0-7803-7444-4/02/$17.00 © 2002 | EEE

November 6-9, 2002, Boston, MA

32"Y ASEE/IEEE Frontiersin Education Conference
S1A-1

www.manaraa.com



attack a computer and steal users passwords. To end this
course at a high note, students are separated into two teams.
One team performs hacking activities, while the other team
performs defense. Before the Cyber War period begins,
students submit a Cyber War Strategic Plan to describe how
they are going to conduct attack and/or defense. This war
plan will only be distributed to the instructor and their
teammates. At the end of the Cyber War, students will
submit a Summary Report discussing issues, concerns, and
techniques that they have learned during the Cyber War. The
topics discussed in the class include the following:

System level attack - The attacks initiated from within a
LAN or an Intranet is considered a system level attack.
The major topic includes various password attacks and
viruses. We assume that hackers are insiders and own a
valid user id; the targets are other users. For example,
using NAT (NetBIOS Audition Tool) [11], a hacker can
check if any user uses ‘simple’ passwords. The hacker
can enter a range of IP addresses and simply hit the
ENTER key, NAT will display a list of user names and
the password for each user id. At this level, a hacker
usually attacks the Intranet within a company or campus
networks. Using the compromised user id, a hacker can
attack other systems without exposing the hacker's own
identity. Hence it is why important to raise the
awareness of all usersin acompany. In many situations,
naive users use the password the same as the user id,
easy-to-remember numerical digits, birthday, telephone
number, etc. These are among the passwords that are
easily obtained by hackers. Unfortunately, some
computer users including college students tend to use
some of these schemes to assign their passwords.
Network level attack - The intrusion initiated from
outside of aLAN via network connectionsis considered
a network level attack. This class of attacks usually
target at other systems and server machines. For
example, IP scanning, port scanning, and information
interception [3, 4] are considered network level attacks.
IP scanning software can be used to collect information
about file names on a system [12]. Port scanning
software [13] alows you to find out what services
(daemons) are waiting for external connections. They
are 'double-swords' that can be used to hack a system or
detect intrusions.

Denial-of-service attack - Any attack preventing
network or service providers from providing services is
considered a denial-of-service attack [6]. For example, a
router could be under attack and forced to reconfigure.
Students will benefit from learning in an isolated
environment how denial-of-service can be realized.
Cyber defense - With the awareness of all kinds of
cyber attack, students should now be ready for learning
tactics to defend a system or network systems against
hackers' attacks. Many techniques have become
available on the Internet for defending a system or a
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network system against various attacks. Mostly they
belong to the following categories. anti-virus [5],
system checking [7, 8, 9], intrusion detection, firewall
[6]. Anti-virus software usually prevents a systemfrom
being contaminated. System checking software usually
operates prior to hackers' attacks and must be executed
regularly. It is considered an attack prevention
technique. Intrusion detection is an approach to detect
that a system has been compromised. This is a difficult
job without the help of intrusion detection software.
One of the reasons is that, after a Trojan horse attack, a
Trojan horse server program could be stored on a
system folder with a systemrelated name. It is difficult
to judge whether or not it could be deleted without
hurting the system. A firewall can be used to shield the
system from being connected to an outsider via certain
specific port numbers.

HANDS-ON LABS

It is generally believed that hands-on experience can reflect
what aninstructor coversin alecture and further enhance the
impression. Therefore, some hands-on lab experiments
areassigned to supplement the lectures throughout the whole
semester. Some of the examples are listed asfollows:

Configuration PCs for internetworking purposes -
Configuring an Operating System is not as trivial as
students might think. This lab includes the installation
of the Linux operating system to coexist with Windows
98. The hard drive must be partitioned first prior to the
configuration of the Linux. Currently, the Linux
Operating System used is Redhat 7.0 although the
upgrade to the latest version, i.e., Redhat 7.2, has been
planned. Also, on one of the PCs, a Windows® 2000
Server isinstalled.

Configuring PCs to form a peer-to-peer network - When
internetworking techniques are introduced, it is
instructive to teach students how to configure PCs
running various operating systems to form a peer-to-
peer network. With this configuration, a PC can share
files and printers with others via an Ethernet link. This
can be achieved via switches or hubs. In our lab, we
provided hubs to connect PCs running Windows 98
operating system. Linux can also be the choice. Since
the target Cyber War will target the systems running
Windows operating systems, we chose Windows as the
operating system for this lab experiment.

Configuring Cisco® routers - A  minimum lab
environment for a Cyber War requires two LANSs to be
connected together. There are several alternatives.
Currently, we are using hubs and Cisco 2621° routers to
achieve the simplest function. In the future, we plan to
replace the hubs with Ethernet switches. This lab
experiment involves the configuration of Cisco® routers
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to form an isolated network with two LANs in it. Figure
1 illustrates the configuration of the Cyber Security Lab.
In this Lab configuration, two LANs are formed. For
simplicity, only two hosts are included in each LAN in
the figure. In fact, four PCs are connected to each hub.
The reason to use hubs for connecting hosts together is
due to the constraint that a Cisco® 2621 router only
supports two FastEthernet interfaces. Each interface
only allows one RJ-45 connector to be connected to the
router. Sharing one FastEthernet port using a hub then
becomes the most economical and natural approach. For
a real world, a layer-2 switch can replace the position
where hubs are used. In addition to the hosts and
internetworking devices, a Windows® 2000 Server is
also connected to the Ciscol538 2 Hub. The server
provides the necessary services such as Domain Name
Service (DNS), Windows Internet Naming Service
(WINS), and file transfer service. In the future, it will be
enhanced to support the function of routing for
connecting to the campus network.

TooLSs UseD IN THE CYBER WAR

The Cyber War marks the beginning of the third phase. The
cyber war involves the defense and attack from an insider as
well as from an outsider. Severa rules have to be enforced
such as: no physical installation of a Trojan horse on others'
machines, no 'stealing’ of the root password with other
means without going through the Internet. No one is allowed
to perform a ‘'trivial defense, i.e., shutting down the
machines. As part of the rules, students are required to
conduct normal activities as well as security-related
activities when the Cyber War takes place. The total length
of the Cyber War lasts three weeks and the following tools
and 'tricks are involved:
Trojan horse [20, 21] - A Trojan horse is usualy
implemented as a server in a client/server system. A
Trojan horse server must be executed prior to a client.
When the victim accidentally invokes the Trojan horse
server program, a client program can be executed at any
remote host to communicate with the server. As aresult,
even the victim's screen can be displayed on the hacker's
monitor. In the specific version used in the class, the
password file also becomes accessible. In Figure 2, a
client program is looking for a Trojan Horse by
scanning a range of |P addresses specified by a user,
i.e., the hacker. As you may notice, this Trojan Horse
client program with a Chinese user interface was
downloaded from a Chinese web site that is kept
anonymous in this paper. When a Trojan horse client
program searches the | P addresses between 144.26.71.1
and 144.26.71.255, the port number 7626 is found that it
iscurrently used by a Trojan horse server running on the
PC with the | P address 144.26.71.246.
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HGURE 2
A Trojan Horse Client Program

Web account password cracking tool - A program
obtained from the Internet is used in the class to 'steal’
the password from a yahoo e-mail user. As a user of
this email system, one needs to enter the user id and a
password. It seems to be fairly secure to enter a
password. But there is a way to go around the system.
Usually, a web server provides a supplemental
procedure just in case a user forgets the password. The
normal procedure that yahoo.comprovides requires one
to enter a user id and then the birthday, and a secret
sentence. All these seemingly secure procedures turn
out to be surprising. A tool students downloaded from a
web site can be used to guess the birthday and even the
answer to secret sentences. After a user's id and the
password are stolen, the hacker can use some remote
executable commands to logon to the accunt remotely
using a ‘net use’ command, copy a Trojan horse server
program onto the machine using ‘copy’ command, and
then assign the scheduled execution time using ‘at’
command. All these commands can be executed
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remotely. The victimized user may not even be aware of
the fact that this account has beeb intruded.

Sniffer [10] - Usually, a sniffer is used as a software
tool for monitoring the network traffic on a network
system. However, a sniffer can also be used as a tool for
hacking Intranets connected by hubs. Some sniffer
provides connection information such as TCP
connection packets and byte counts, interface statistics;
others monitors TCP/IP traffic and filters out
information in various format.

Service level network protection tool [14, 15, 17, 19] -
A firewall is considered one way to defend a LAN from
outsider's hacking. During the Cyber War, students
experience the actual operations and effects of installing
afirewall. However, it is not a 'silver bullet'. Sone well-
known ports must be kept opened to the outside world
and are subject to hackers' attack. Blocking some ports
also prevents a user from accessing a system remotely
using these ports. As an example of a personal firewall,
VirusMD [19] provides features such as: port scan,
application status report, etc. It can be downloaded for
free from the Internet. Figure 3 shows a window when
VirusMD is running a port scan under Windows 98. It is
remotely scanning ports specified by a user and
reporting the status of each port.

Vulnerability analyzing tools - Some tools can provide
information about the vulnerability of a system.
Cyber Cop by Network Associates [8] provides this kind
of information. It can be used to proactively detect the
'holes’ in a system that @n be vulnerable to hackers
attacks.

Trojan horse prevention tool [16, 18] - On a college
campus network, all users are alowed to use any
computer as long as a valid user id and a password are
available. This makes it difficult to prevent from Trojan
horse attacks. However, one conservative solution is to
delete all non-standard software from any PC after a
user logs out of the account. A software tool that does
this is called Deep Freeze [16]. However, this approach
is sill not flawless. For example, a system is still
vulnerable if a user leaves a computer unattended, the
user clicks on an icon while accessing a web site, or a
user clicks on an attached file without knowing what
may occur.
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FIGURE 3

A port scan operation in progress

EXPERIENCES L EARNED

This course was offered the first time in Spring 2001 without
discussing information security issues. It was offered in
Spring 2002 with an emphasis on information security
issues. Some experiences have been learned. They are listed
asfollows:

1

The gproach to integrate information security with
internetworking is demonstrated to be a feasible
approach for teaching information security especially
when it is offered at its early stage. Later, the
internetworking component in this course can be
flexibly reduced after more security-related materia
becomes available.

In terms of evaluation, students are required to submit
a Cyber War Plan prior to the beginning of the cyber
war. Hence, students can have clear ideas on how to
proceed during the cyber war. The cyber war plan
must include, but is not limited to, the objectives of
the software (either defense or attack), the location
where the software is obtained, detailed steps on how
to perform the defense or attack, and expected results.
At the end of the cyber war, students amend their war
plan with results, explanations, and limitations of the
software.

Once the cyber war begins, students physically
experience the phenomena that they have very little
experience on. For example, screens on another PC
are displayed on a hacker's PC, an invisible password
suddenly become visible, etc. The computer lab can
become a zoo without proper supervision and control.
It is essential that an instructor still has a complete
control of the whole lab. In particular, the instructor
must keep track of the activities and remind students
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to clear al Trojan horses, for example, after the Cyber
War isover.

4. One of the most astonishing factsisthat hacking tools
are so inundated that anyone can easily obtain a
hacking tool from the Internet and use it to attack
others. It seems so hopeless when one attempts to
secure an 'open network' (such as those in many
school campuses). However, there are ad hoc
techniques for defending against any known problems
if the problems are detected. A possible dilemma is
that one can become aware of a hacker’s attack only
after the system has been compromised.

5. We claim without a proof that there is no single
solution for defending a computer against all hacking
schemes. One can only hope that a series of policies,
tools, procedures, etc., collectively can scare hackers
away. For example, a ssimple logging history for every
host in an open computer lab can be used to trace
back who may have been a culprit for a Trojan horse
attack.

6. Either the top-down or the bottomup approach is not
flawless when teaching the internetworking with
TCP/IP. A 'tunnel drilling' approach is attempted. It
serves the purpose of teaching internetworking with
the emphasis on security in amore natural fashion.

7. Students appreciate some hands-on labs as well as
lectures. The lab experiments not only reflect the
theories, but also provide some invaluable experience.
For example, some may not truly understand the
purposes and the difficulty to configure two PCs
running either Linux or Windows to form a LAN until
actual connecting two PCs and using the services, i.e.,
file sharing and printer sharing.

8. Finding a textbook that incorporates security into
internetworking is not an easy task. Many textbook
authors usually cover the concepts of TCP/IP suite
and the internetworking devices. As the major goal is
to design and interconnect various LANS in a secure
fashion, it requires supplemental teaching material to
cover information security issues.

9. In each lab experiment, students form ateam of two
to four students (no more than 5 students). A direction
is provided to students to specify what needs to be
done and how each step must be performed. During
the lab experiments, students interact with each other.
Some students who have some experience on some of
the lab experiments can volunteer to provide help to
others. Although the teaching/learning style deviates
from the traditional or classic style of teaching,
students and teachers alike all appreciate the learning
and teaching experiences.
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SUMMARY

In this paper, the revisions on the 'Internetworking with
TCP/IP' course are discussed to incorporate information
security issues as the major goal of the course. The course
content and the lab experiments including a cyber war are
described. The major changes underline the importance of
information security and teach students to become sensitive
about these issues. Also, students experience acyber warfare
first-hand without causing real damage on systems using an
isolated Cyber Lab. In the future, this lab facility will be
enhanced to connect to the campus network and install a
firewall on one LAN and not on another for testing the
effectiveness of a firewall. In the future, the percentages of
internetworking and information security can be flexibly
adjusted depending on students' reactions.
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